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EXECUTIVE SUMMARY  

As an ever-increasing number of CBDCs and regulated stablecoins come online, the need for 
interoperability grows. The UDPN meets this need, offering lower payment costs and rapid, 
seamless distribution.  

 
The last  few  years  have  seen  a  fundamental  shift  across  the  financial  sector,driven 
by the need to promote financial inclusion, increase competition and modernise 
decades - old payments infrastructures. The proliferation of FinTech and digital 
commerce is giving individuals and companies ever - increasing levels of control over 
their  financial  accounts  whilst  prompting  companies  to  process  digital  payments  in 
a standardised and cost - efficient manner. In response, central banks around the  
globe are re - thinking how to structure their respectiv e currency systems, leading to 
fundamental  changes  in how  commercial  banks  intermediate  payments.  

 

The global payments ecosystem is seeing a rise in the development of digital 
currencies,  including  an  increase  in both  occurrence  and  use  of  regulated,  fiat - backed 
stablecoins. There is also a rapidly growing body of research & development being 
undertaken by central banks into Central Bank Digital Currencies (CBDCs). These 
digital currencies offer many benefits: improved ease and speed of tran sactions, 
improved  transparency  and  liquidity,  enhanced  resilience  and  security,  reduced 
costs, and increased access to money (including to underbanked and unbanked 
populations).  

 

Despite the surge in interest, there is no agreed messaging standard across digital 
currencies  (such  as  ISO20022 for  traditional  payments),  which  threatens  to  hinder 
the  adoption  of  stablecoins  and  CBDCs. Incumbent  legacy  infrastructure  aside, 
the challenge of interoperability between different digital currency protocols is 
curren tly the most significant hurdle facing the development of digital currencies 
globally. Scalable and universal interoperability will be key to enabling the efficient 
movement of digital currencies between the legacy payments infrastructure and the 
rapidly e volving digital currency systems. Interoperability will be necessary between 
different  CBDCs, as  well  as  between  CBDCs and  stablecoins.  

The UDPN addresses these issues by providing a global payment messaging network 
to support stablecoins and CBDCs across decentralised and centralised currency 
systems. The UDPN will provide a shared, decentralised network and associated 
standards; the mess aging backbone for efficient and seamless cross - border digital 
currency payments across protocols and systems.  
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KEY FEATURES AND BENEFITS OF THE UDPN INCLUDE: 

1. A common standard for messaging across different digital currency systems, 
facilitating  interoperability  functions  between  CBDC and  stablecoin  ecosystems.  

2. Enables all types of commercial enterprises globally to transact and settle in 
different  currencies,  allowing  them  to  easily  integrate  with  multiple  digital 
currency payment systems. Connection to the UDPN is achieved via locally  
installed Business Nodes t hat provide access to the network and thus connect 
users  to  the  associated  CBDC and  stablecoin  currency  systems.  

3. Provides core digital infrastructure services to any IT system that can offer 
applications and services involving digital currency payments, in a comparatively 
low - cost and convenient manner. The UDPN does not serve individual end users 
directly.  

4. The netwo rk will support only CBDCs and regulated fiat - backed stablecoin 
currency systems as payment methods. No unregulated public - chain crypto -  
currencies, such as Bitcoin, will be accepted. The addition of any new currency is 
subject to a vote by the UDPN Allian �Ö�Ø�� �à�Ø�à�Õ�Ø�å�æ�� �Ô�æ�� �ã�Ô�å�ç�� �â�Ù�� �ç�Û�Ø�� �á�Ø�ç�ê�â�å�Þ�à�æ�� �×�Ø�Ö�Ø�á-  
tralised governance approach. A core objective of the UDPN is to work within a 
regulated landscape designed for payment services; crypto assets, or non - reg -  
ulated  stablecoins  cannot  be  adopted  universally  (even  a t a  regional  level)  for 
this  purpose  and  are  therefore  not  supported  by  the  network.  

5. Accelerated access for commercial banks to actively participate in the 
decentralised economy. Banks will be able to provide capital pools and engage 
with local central ban ks to offer liquidity for cross - border foreign exchange 
transactions.  

6. Management by an alliance of financial institutions and technology companies 
from different countries and industry verticals, each having shared equal 
ownership of the network to promote  an inclusive and robust governance  
structure.  

7. The UDPN does  not  provide  custodial  services,  nor  does  it  hold  or  move  any  digital  
currencies.  

8. A permissioned network with four primary nodes: the Validator Nodes and 
Transaction Audit & Reporting (TAR) Nodes are on - chain, whereas the Business  
and Transaction Nodes are off - chain. The Validator Nodes contain the Hyperledger 
BESU peer, validator and g overnance systems. The TAR Nodes contain the BESU 
Archive Node, which can provide relevant transaction data to support regulatory 
requirements from governments or central banks. Business Nodes connect IT 
systems  to  the  UDPN, whilst  Transaction  Nodes  connec t different  stablecoin, 
CBDC systems, and capital pools.  

9. Each node has a distinct set of attributes and is run by different stakeholders, 
including commercial enterprises, regulated financial institutions, regulators and 
UDPN Alliance members.  

10. The beta rel ease of the UDPN is scheduled to go live with two to five stablecoins in 
Q4 2022, with pilot commercialisation by mid - 2023. In the medium to long term,  
the UDPN should support the majority of the world's CBDCs and regulated, fiat -  
backed stablecoins.  

11. Transaction messaging between various account systems. The UDPN has been 
designed  for  CBDCs and  stablecoins,  however,  technically  it  could  be  extended 
to  support  messaging  with  traditional  messaging  systems.  
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At launch, 8 UDPN Allianc e members will form the initial core group of founders, 
expanding to 16 and then 24 members over the succeeding two years. This 
international Alliance will lead development of the roadmap, standards, governance, 
and  commercialisation  strategy  for  the  UDPN, through  a  vote - based  decision -  
making process.  

 

The UDPN is designed for both the present and the future. With CBDCs and stablecoins 
anticipated  to  become  integral  to  the  cross - border  payments  ecosystem,  the  UDPN 
is ideally placed to become a primary channel in the digital currency distribution 
model of central banks. The same is true for those looking to transfer or swap digital 
currencies, whether they be enterprises, financial services firms, businesses or 
individuals. Supported by the UDPN, the evolving payments ecosystem can move 
towards a vastly improved and more resilient future, which is in sync with the 
development of emerging technologies.  
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1. INTRODUCTION 

1.1. BACKGROUND 

In a world drive n by technology, we are witnessing a major transition in the way that 
central  banks,  financial  institutions,  and  end  users  conduct  financial  transactions. 
The advent of SWIFT in the early 1970s enabled and facilitated a significant rise in 
cross - border, bank - to - bank financial transactions, which now run into trillions of 
dollars  every  day.  Although  revolutionary  at  the  time,  this  cross - border  payment 
set - up is not compatible with the rapid changes coming from the evolution of the 
finance industry. Innovations in FinTech, digital currencies and decentralised finance 
demand  a  new  standard  for  transactions  and  payments,  which  is faster,  safer  
and p rogrammable. The rapid transformation of the payments industry presents 
businesses with new opportunities to assist their customers in their payment  
processes using a broad range of new innovative technologies (such as Distributed 
Ledger Technology), provi ding payment efficiencies at a low cost. Regulated financial 
services  institutions  and  FinTechs  have  the  opportunity  to  play  a  vital  role  in  the 
future of digital currencies, from facilitating the distribution of CBDCs to reducing 
settlement risks.  

Today,  cross - border  transactions  represent  15- 20% of  total  e- commerce  activity 
and this share is expected to grow substantially in the coming years 1. Annual 
remittances  exceeded  US$700 billion  in  recent  years 2 and  despite  a  short  term  drop 
in international travel due to the Covid - 19 pandemic, international migration and  
travel  have  grown  by  53% in the  last  decade,  placing  further  demand  on  cross -  
border payment infrastructures 3. 

 

Cross - border payments today are subject to slow processing and high costs due to 
the fragmented nature of the correspondent banking model. Payments are routed 
through chains of correspondent banks, using legacy systems that lack real - time 
capabilities when  dealing with transactions across segregated monetary zones, 
creating  significant  delays,  inefficiencies  and  additional  costs 4. 

 

 

 

 

 

 

 

 

 

 

 

 
 

1McKinsey   (2018)   https://www.mckinsey.com/industries/ financial - services/our - insights/a - vision - for - the - future - of - crossborder - paym ent  
2ht tps://www.knomad.org/data/remittances  
3UN World  Tourism  Organization  (2020).  https://www.unwto.org/world - tourism - barometer - n18- january - 2020  
4https://www.rba.gov.au/speeches/2019/sp - gov - 2019- 12- 10.html  -  Graph  6 

http://www.mckinsey.com/industries/financial-services/our-insights/a-vision-for-the-future-of-crossborder-payment
http://www.mckinsey.com/industries/financial-services/our-insights/a-vision-for-the-future-of-crossborder-payment
https://www.knomad.org/data/remittances
https://www.unwto.org/world-tourism-barometer-n18-january-2020
https://www.rba.gov.au/speeches/2019/sp-gov-2019-12-10.html


https://www.worldbank.org/en/news/press-release/2019/04/08/record-high-remittances-sent-globally-in-2018
https://think.ing.com/articles/not-even-a-global-pandemic-can-shift-preferences-for-cash-as-an-option
https://www.bankofengland.co.uk/paper/2020/central-bank-digital-currency-opportunities-challenges-and-design-discussion-paper
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have embraced the value of using digital currencies for cross - border payments, 
thereby enabling a more efficient approach for transacting outside of the more 
traditional pay ment systems. The development of stablecoins and Central Bank  
Digital Currencies (CBDCs) offers many benefits. These include enhanced liquidity, 
significant  cost  savings,  superior  transparency,  higher  resilience,  improved  
speed, ease of transactions and improving the access to money (including to the 
underbanked and the unbanked).  

 

These digital currencies will soon be embedded in all aspects of the financial system, 
from e - commerce and retail payments to wholesale payments  and securities 
transactions. In the smart cities of the future, payments will be everywhere, anytime, 
digital  and  in real - time.  The future  of  money  will  be  completely  transformed.  To 
meet  the  demand  from  businesses  and  consumers,  banks  need  to  evolve  beyo nd 
the existing infrastructures, such as SWIFT, and innovate and adopt connectivity to  
new digital currencies. Regardless of the distribution model central banks choose to 
�×�Ø�ã�ß�â�ì�Ÿ�� �¶�µ�·�¶�æ�� �ê�Ü�ß�ß�� �Ö�Û�Ô�á�Ú�Ø�� �Õ�Ô�á�Þ�æ�à�� �Ö�ß�Ü�Ø�á�ç�æ�à�� �å�Ø�ß�Ô�ç�Ü�â�á�æ�Û�Ü�ã�� �ê�Ü�ç�Û�� �à�â�á�Ø�ì�¡�� �µ�Ô�á�Þ�æ�Ÿ�� �ç�Û�Ø�å�Ø�Ù�â�å�Ø�Ÿ 
need to innovate and adapt, implementing new business models to meet the 
changing needs of their customers.  

As with the evolution of most new technologies, we have seen a host of different 
solutions being used to build these new payment rails. Additionally, there is growing 
use of stablecoins as a means of bridging the gap between the world of digital 
currency with that of fiat money. The overall digital currency space is growing a t a 
rapid pace, with over US$60 Billion in stablecoins and over US$300 million in CBDC 
transaction volumes already recorded 8. 

 
Figure  2. Total  stablecoin  supply  YTD (29/06/2022)  

 

Source:  Coin  Metrics.  The Block  

 

Globally, most central banks are now actively engaging in the CBDC space with 
varying degrees of progress. As per a BIS survey 9 of 65 central banks, 86% said they 
had completed some work on the topic, while 60% are conducting experiments or 
proof - of - concep t studies (up from 42% in 2019), and 14% are moving forward with 
development and pilot arrangements.  

 

 

 

 
 

8https://www.pwc.com /gx/en/industries/financial - services/assets/pwc - cbdc - global - index - 1st- edition - april - 2021.pdf   
9Ready, steady, go? �Ý Results of the third BIS survey on central  bank digital currency  

https://www.pwc.com/gx/en/industries/financial-services/assets/pwc-cbdc-global-index-1st-edition-april-2021.pdf
https://www.bis.org/publ/bppdf/bispap114.pdf
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Figure  3. CBDC exploration  and development  
Share of central  bank  respondents  - Central  bank  involvement  in  CBDC work  rises further  

 

1 Share  of  respondents  conducting  work  on  CBDC's 
Source:  2021 BIS Central  Bank  Survey  on  CBDC's and  digital  tokens.  

 

 
 

1.2. OBJECTIVES OF THE UDPN 

Scalable and universal interoperability will be vital to efficiently move digital  
currencies between the legacy payments infrastructure a nd the rapidly evolving  
digital currency infrastructure. The Universal Digital Payments Network (UDPN) 
addresses this need by creating a global payment network designed for regulated 
fiat - backed  stablecoins  and  CBDCs across  decentralised  and  centralised  systems.  

 

There is an opportunity to unify fragmented ecosystems, leveraging advances in 
blockchain infrastructure to connect both stablecoins and CBDCs. The goal of the  
UDPN is to create a decentralised network and associated standards to improve 
efficiency in cross - border payments processing. The UDPN will enable enterprises  
from different countries to transact and settle in different regulated digital currencies 
by mere ly accessing their locally installed Business Nodes. Furthermore, the UDPN 
provides  a  way  for  commercial  banks  to  participate  in  the  decentralised  economy.  

 

Just as the SWIFT network (linking more than 11,000 financial institutions across 200 
countries and  territories) created the original common standard for messaging 
between  financial  institutions  across  different  settlement  systems,  the  UDPN will 
serve  the  same  purpose  for  the  emerging  generation  of  CBDCs and  stablecoins.  
By leveraging DLT for multi - part y coordination and smart contract frameworks to 
automate settlement and compliance processes in all digital currency systems, the 
UDPN will  lead  the  way  in the  next  global  financial  settlement  era.  

 

Unlike  most  other  digital  currency  projects,  the  UDPN will  not  issue  any  central 
token  on  the  network  for  clearing  and  settlement  purposes.  Instead,  the  UDPN will  
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operate as a network that connects different digital currencies, working with multiple 
stakeholders and becoming the messaging backbone between various CBDC and 
stablecoin systems. The objective of the UDPN is to facilitate central bank and fiat -  
backed  di gital  currency  systems  globally  to  connect  to  a  wide  distribution  network 
of regulated institutions and IT systems.  

 

The UDPN will only support CBDCs and stablecoins as payment methods and will not 
support  transactions  involving  any  unregulated,  public - chain  cryptocurrency  such 
as  Bitcoin.  All transactions  will  still  occur  within  each  CBDC or  stablecoin  system. 
For this  reason,  the  UDPN does  not  provide  any  custodial  services  or  hold  any 
digital currencies itself. Instead, the UDPN pr ovides critical universal messaging and 
interoperability  functions  to  all  CBDC and  stablecoin  ecosystems.  

 

Critical to achieving a common international infrastructure for cross - border pay -  
ments is a governance model that allows stakeholders from all count ries to partic -  
ipate  in  the  �á�Ø�ç�ê�â�å�Þ�à�æ use, development,  operation,  and  maintenance  in a  trusted 
and equitable way. It is the goal of the UDPN to develop an inclusive framework to 
address the issues of governance, ownership, and participation in a network lev -  
eraging DLT. The UDPN will be managed by an alliance of financial institutions and 
technology companies from different countries and industry verticals, each with 
shared equal ownership of the network to promote an inclusive and robust govern -  
ance structure.  
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2. HIGH LEVEL ARCHITECTURE &  
OPERATIONAL MODEL 
2.1. HIGH LEVEL UDPN ARCHITECTURE 

Figure 4 

 

 

 
2.2. PERMISSIONED DECENTRALISED NETWORK 

The prim ary ob jective of the UDPN is to p rovide a  m essag ing  layer for g loba l cross-  
border paym ents of CBDCs and  stab lecoins. With m ost businesses being  off- cha in, 
the UDPN structure has been built  to link business IT system s with centra lised  and  
decentra lised  currency system s, using  Hyperledger BESU as the perm issioned 
network fram ework. 

 

The foundationa l a rchitec ture of the network is a  perm issioned , decentra lised  network 
of on- cha in Va lida tor Nodes, engag ing  with off- cha in Business and Transaction Nodes. 
Off- cha in Transact ion Nodes opera ted  by com m erc ia l banks will securely connect  
centra l banks and stab lecoin system s issuing  d ig ita l currencies to the UDPN, while 
Business Nodes will a llow any business system  to connect to the UDPN. In add ition, 
the on- cha in Transact ion Aud it and Report ing  (TAR)  Nodes fac ilita te the work of 
regula tors and  aud itors in m onitoring  the transact ions of their respective d ig ita l 
currencies. 

 

The UDPN is p rim arily a  m essag ing  p la tform  and does not com pete with currencies 
in c ircula tion or issue tokens. It  will have decentra lised  IDs (DIDs)  linked with the 
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digital wallets or accounts in the corresponding public chains or CBDC systems. All 
transactions  are  performed  within  each  currency  syst em,  and  shared  data  is kept 
to  a  strict  minimum  (maintaining  the  privacy  ofend  users).  The UDPN network  thus 
has the advantage of being light on data and as such, aims to support at least two 
thousand transactions per second at launch.  

 

The UDPN will not provide any custody services, nor will it hold or move any digital 
�Ö�è�å�å�Ø�á�Ö�ì�¡�� �¼�ç�� �ê�Ü�ß�ß�� �â�ã�Ø�å�Ô�ç�Ø�� �â�á�� �ç�Û�Ø�� �Ô�æ�æ�è�à�ã�ç�Ü�â�á�� �ç�Û�Ô�ç�� �×�Ü�Ú�Ü�ç�Ô�ß�� �Ö�è�å�å�Ø�á�Ö�ì�� �Û�â�ß�×�Ø�å�æ�à�� �ç�å�Ô�á�æ�Ô�Ö�ç�Ü�â�á��
and  settlement  information  is true,  accurate,  complete  and  genuine,  and  therefore 
no t bear  any  obligation  nor  liability  in  this  regard.  

 

The UDPN architecture is robust and built with security in mind.  The data - driven 
framework enhances the performance of transactions and ensures that the 
infrastructure  adheres  to  the  highest  standards  of  operational  resilience.  The UDPN 
will  deploy  an  integrated  and  comprehensive  approach  to  mitigate  any  challenges 
to  the  network  and  ensure  the  system  is reliable,  resilient  and  efficient  at  all  times. 
The network will be subject to regular and stringent contingency tests, to ensure 
continuity of operation.  

 

In addition  to  business  continuity  planning,  the  multi - layered  frameworks  counter 
any system disruption, ensuring that backups are always in place. The system design  
is modular and scalable to serve an ever - increasing number of participants and 
transactions. UDPN stakeholders will be engaged in the ongoing risk management of 
the network to ensure the resilience of their systems and compatibilit y with all UDPN 
upgrades and risk management measures  

 
2.3. STAKEHOLDERS AND NODE TYPES 

The UDPN does not serve individual consumers directly but rather provides digital 
infrastructure core services to businesses and financial institutions, which can build 
appl ications and services involving digital currency payments. Any business could 
facilitate transactions in CBDCs and stablecoins on the UDPN by installing an open -  
sourced UDPN Business Node.  

 

Businesses include any commercial enterprise, from commercial ban ks and IT  
vendors to E - commerce players and FinTechs facilitating payments. Capital pools 
managed by licensed money service providers, such as commercial banks, will 
facilitate the exchange of stablecoins and CBDCs. The UDPN network itself will not 
directl y operate any capital pools.  

2.3.1. UDPN Decentralised Identity  (DID) 
 

The UDPN enables any entity or individual to build applications and services involving 
digital currency payments in a low - cost and convenient manner. These IT systems  
can establish Business Nodes after receiving permission from Validator Nodes to 
become an  access point on the UDPN. To onboard end users, the Business Nodes will 
need  to  create  unique  UDPN decentralised  IDs (DID)  linked  with  existing  accounts  
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1. Validator Nodes: The Validator Nodes are at the heart of the UDPN. A cluster of 
Validator Nodes connected with all other stakeholders via a secure and encrypted 
connection  will  validate  any  transaction  on  the  UDPN. The Validator  Nodes  and 
TAR Nodes  are  the  only  nodes  that  store  a  complete  set  of  transaction  data  on 
�ç�Û�Ø�� �È�·�Ã�Á�¡�� �Ç�Û�Ø�� �É�Ô�ß�Ü�×�Ô�ç�â�å�� �Á�â�×�Ø�æ�à�� �Ö�â�×�Ø�� �ê�Ü�ß�ß�� �Õ�Ø�� �â�ã�Ø�á- source, owned and operated 
exclusively  by  the  UDPN Alliance  members  to  ensure  proper  transparency.  

 

Validator Nodes only validate the format of the message received from a certified 
Busin ess Node. Upon receipt of a message, the Node validates the veracity of the 
signature and message origin. It does not, however, validate the content of the 
message.  The content  is only  validated  by  the  currency  systems,  depending  on  the  

 

 

 

 
 

can establish Business Nodes after receiving permission from Validator Nodes to  
become an access point on the UDPN. To onboard end users, the Business Nodes will 
need  to  create  unique  UDPN decentralised  IDs (DID)  linked  with  existing  accounts 
and wallets on CBDC and stablecoin systems. The businesses can decide whether to 
create  one  DID for  each  end  user  or  use  their  own  DIDs for  multiple  accounts  or  users.  

 

The decentralised  UDPN network  will  create  a  digital  identity  contract  that  will  have 
the details of the DID and provide DID services to UDPN network members. A DID 
�å�Ø�æ�â�ß�é�Ø�å�� �ê�Ü�ß�ß�� �ã�å�â�é�Ü�×�Ø�� �Ô�� �·�¼�·�� �å�Ø�æ�â�ß�è�ç�Ü�â�á�� �æ�Ø�å�é�Ü�Ö�Ø�� �ç�Û�Ô�ç�� �Ö�â�á�á�Ø�Ö�ç�æ�� �ç�â�� �·�¼�¹�à�æ�� �›�·�Ø�Ö�Ø�á�ç�å�Ô�ß�Ü�í�Ø�×��
�¼�×�Ø�á�ç�Ü�ç�ì���¹�â�è�á�×�Ô�ç�Ü�â�á�à�æ�œ���È�á�Ü�é�Ø�å�æ�Ô�ß���Å�Ø�æ�â�ß�é�Ø�å�¡ 

 

User credentials are securely stored in the  identity hub within a Business Node. An 
issuer registration service will be enabled to publish the UDPN network member list  
and the Transaction Node owner list, along with their issuable credentials. The other 
functions  of  this  service  include  input,  dele te  and  query  of  the  issuer  information. 
To maintain  data  privacy,  the  DID will  not  include  the  personal  information  of  the 
end user. Only IT systems have the personal information of the end users that they 
onboard, as part of their relevant KYC process.  

 

Lastly, a credential issuing service will be enabled to define unified, standard  
credential  issuing  service  APIs. Issuers  (UDPN Alliance  members  and  Transaction 
Node  owners)  will  implement  and  manage  their  own  credential  issuing  services 
using  �È�·�Ã�Á�à�æ stand ardised  credential  management  APIs. The main  APIs include 
those used to apply for credentials, obtain application results, and query a credential 
revocation list.  

2.3.2. UDPN Nodes 
 

The UDPN permissioned  network  has  four  main  nodes:  The Validator  Nodes  and 
TAR Nodes are on - chain, whereas the Business and Transaction Nodes of the UDPN  
are  off - chain.  The Validator  Nodes  contain  the  Hyperledger  BESU peer,  validator 
and governance systems, with the TAR Nodes containing the BESU Archive Node. In 
every node, d igital identity services integrate the UDPN DID client SDK to achieve DID 
management, DID resolution, issuer registration services, credential management,  
and data encryption storage management.  
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na ture of the transaction. 

� �̧Ô�Ö�Û�� �É�Ô�ß�Ü�×�Ô�ç�â�å�� �Á�â�×�Ø�à�æ�� �â�ã�Ø�å�Ô�ç�Ü�â�á�æ�� �Ô�å�Ø�� �Ö�â�á�×�è�Ö�ç�Ø�×�� �ê�Ü�ç�Û�� �Ù�è�ß�ß�� �Ô�è�ç�â�á�â�à �ì�¡�� �Á�Ø�ç�ê�â�å�Þ��
opera t ions and governance are driven using  a  m ajority- based voting  consensus 
m echanism . All the Va lida tor Node owners will have the right to vote on such top ics 
as network access perm issions, the perform ance of software updates, the approva l 
of new sm art contract dep loym ent and ad justm ents to fee structures. 

 
Figure 5 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
All Va lida tor Nodes conta in a  governance system  tha t ensures adherence to the 
rules of the UDPN. As there will be m ult ip le Va lida tor Nodes in the network, with m ore 
being  added  as the Alliance g rows, not a ll Va lida tor Nodes are required  to part ic ipa te 
in the sam e transact ion. Each transact ion subm itted  from  the Business Nodes will 
be random ly assigned  to certa in Va lida tor Nodes to va lida te. All transact ions are 
va lida ted  and  written to the peer of the Va lida tor Node, which reads, endorses, and 
writes transact ions to the b lockcha in ledger. The Va lida tor Nodes are connected  to  
the Business and  Transaction Nodes through APIs. 

 

�É�Ô�ß�Ü�×�Ô�ç�â�å�� �Á�â�×�Ø�æ�� �æ�Û�â�è�ß�×�� �Õ�Ø�� �Ü�á�æ�ç�Ô�ß�ß�Ø�×�� �Ü�á�� �ç�Û�Ø�� �à �Ø�à �Õ�Ø�å�æ�à�� �â�ê�á�� �Ö�ß�â�è�×�� �Ô�Ö�Ö�â�è�á�ç�� �â�å�� �â�á-  
p rem ises infrastructure. As part of the Va lida tor Node insta lla tion, each m em ber will 
a lso insta ll the UDPN governance software, which is used for voting . The governance 
p la tform  is a  separa te system  connected  to the network, with on- cha in controls, as 
an integra l part of the Va lida tor Node. 

2. Business Nodes: The UDPN does not serve ind ividua l end users d irec t ly. The end 
users interact with the UDPN through Business Nodes, owned and  set up  by busi-  
nesses who wish to integra te UDPN services into their business system s. All Business 
Node owners m ust undergo a  st ric t KYC check before connecting  to the UDPN. Like 
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the Va lida tor Nodes, the code for the Business Nodes is open source, and IT sys-  
tem  adm inistra tors can download the code and insta ll it  on their system s locally. 

 
Figure 6 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

To onboard  a  Business Node, the businesses owning the IT system s need to subm it 
�Ô�á�� �Ô�ã�ã�ß�Ü�Ö�Ô�ç�Ü�â�á�¡�� �Â�á�Ö�Ø�� �Ô�ã�ã�å�â�é�Ø�×�� �Õ�ì�� �ç�Û�Ø�� �É�Ô�ß�Ü�×�Ô�ç�â�å�� �Á�â�×�Ø�à�æ�� �Ú�â�é�Ø�å�á�Ô�á�Ö�Ø�� �æ�ì�æ�ç�Ø�à �Ÿ�� �ç�Û�Ø��
Business Node is added to the UDPN, and a  cert ifica te and a  DID crea ted  for the 
Business Node. 

 

Each Business Node conta ins a  ga teway and  priva te storage and only stores its own 
UDPN transaction da ta . A d ig ita l identity service integra tes the UDPN DID client SDK. 
To conduct paym ent services, the Business Node will interact with the UDPN network 
to init ia te a  currency transfer or swap request and support querying  the sta te of its 
transactions. 

 

The IT system  uses ga teway APIs to access the Business Node. This API ga teway 
provides the unified  encapsula ted  d ig ita l identity m anagem ent and paym ent 
transaction processing  services of the Business Nodes. Everything  in the priva te 
storage is encryp ted  by a  Business Node priva te key. The priva te storage conta ins 
the credentia ls issued by UDPN issuers or currency system s a long with storing  off-  
cha in p riva te da ta , such as tha t rela ted  to KYC. To access credentia ls, other DIDs 
need to be granted  perm ission by the Business Node owner. 

3. Transact ion  Nodes: These nodes a re custom  m ade for each currency, with the 
possib ility of there being  m ult ip le Transaction Nodes per currency to hand le a  
high volum e of transactions. The m ost im portant aspect of the Transaction Node 
is connect ivity with the currency system , especia lly where tha t currency system  
is a  CBDC system  requiring  KYC. Transaction Nodes can only be opera ted  by 
regula ted  and  licensed  m oney service providers, p rim arily com m erc ia l banks. 
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Figure 7 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Each Transact ion Node will conta in a  cap ita l pool m anagem ent m odule for currency 
swap opera tions, thereby provid ing  deep liquid ity for a ll currency pa irs. They will 
connect to the d ig ita l currency system s through the transaction ga teway for 
transfer, transact ion and query results. Transaction Nodes could  be integra ted  with 
trad it iona l sett lem ent system s (such as RTGS, CHAPS or Target2)  so tha t they can 
m anage liquid ity in their cap ita l pools. 

 

Custom ised developm ent is required  for each currency on the network. This is based  
on the respect ive currency system  requirem ents for verifica t ions and transact ions. 
Once a  transaction tha t has been init ia lised  on the UDPN is va lida ted , it  will be passed 
to the correspond ing  d ig ita l currency system s. For account- linking  opera tions, the 
relevant Transact ion Node will issue a  signed  cert ifica te, and the rela ted  Business 
Node will store these credentia ls once the currency system  successfully verifies the 
ownership  of the account. 

 

The requests and  responses regard ing  cert ifica tes will be hand led  off- cha in and 
enhanced by m ult ip le layers of secure processing . It  is worth noting  tha t both the 
Business Nodes and Transact ion Nodes store only the da ta  they have processed 
and  not the rest of the network da ta . This approach enhances da ta  p rivacy and 
increases transact ion speed . 
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2.3.3. Smart Contracts 
 

Each opera t ion on the UDPN is defined by a  set of sm art contracts enab ling  the 
autom ation of sett lem ent and com p liance p rocesses. The UDPN supports Solid ity 
sm art contracts dep loyed to a  Hyperledger BESU perm issioned network. Any new 
business opera t ions can be added through the dep loym ent of new sm art contracts. 
These sm art contracts can only be dep loyed and updated  on the UDPN upon receip t  
of approva l from  the opera tors of the Va lida tor Nodes. 

 

4.  Transact ion  Aud it  and Report ing  ( TAR)  Nodes: 

 
Figure 8 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The TAR Nodes are insta lled  on- dem and to facilita te the work of regula tors and 
aud itors in m onitoring  transactions on the network. Regula tors and aud itors a re 
a llowed to query da ta  from  the Archive Nodes. They can a lso insta ll app lica tions on  
top  of the TAR Node to further ease transact ion m onitoring  and Risk Ana lysis. The TAR 
Nodes can only query da ta  and cannot input any da ta  onto the network. 

 

The TAR Nodes hold  the sam e data  as the Va lida tor Nodes. This da ta  does not include 
any end user persona l inform ation other than DIDs, currency types, transaction 
am ounts and som e scram bled  currency account num bers. Authorit ies m ust a lso 
�æ�Ø�Ø�Þ���ã�Ø�å�à �Ü�æ�æ�Ü�â�á���Ù�å�â�à ���ç�Û�Ø�Ü�å���â�ê�á���Ö�è�å�å�Ø�á�Ö�ì�à�æ���Ç�å�Ô�á�æ�Ô�Ö�ç�Ü�â�á���Á�â�×�Ø���â�ê�á�Ø�å�æ���ç�â���Ô�Ö�Ö�Ø�æ�æ���Ô�á�ì��
add it iona l da ta . 



WHITE PAPER 2022 
Universal  Digital  Payments  Network  

Copyright  © 2023  UDPN. All rights  reserved.  19 

 

 

 

 

 

 
 

The smart  contracts  are  deployed  across  a  host  of  activities  and  transactions, 
currently including:  

�‡ DID contract  
�‡ Issuer  registration  contract  
�‡ Account  or  wallet  linking/delinking  contract  
�‡ Currency  registration  contract  
�‡ Payment  processing  contract  
�‡ FX Exchange  match - making  contract  
�‡ Authority  Management  contract  (for  access  control)  
�‡ UDPN governance  contract  
�‡ Revenue  distribution  contract  
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After a UDPN DID has been created, the end user can link their DID with their digital 
currency  accounts  or  wallets.  The process  is initiated  through  a  user  request  to  link 
the DID with a particular digital currency account or wallet through a business IT 
�æ�ì�æ�ç�Ø�à�¡�� �Ç�Û�Ø�� �¼�Ç�� �æ�ì�æ�ç�Ø�à�� �ê�Ü�ß�ß�� �æ�è�Õ�æ�Ø�ä�è�Ø�á�ç�ß�ì�� �ç�å�Ô�á�æ�Ù�Ø�å�� �ç�Û�Ü�æ�� �è�æ�Ø�å�à�æ�� �Ô�Ö�Ö�â�è�á�ç�� �Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á�Ÿ��
requested by the currency system, along with their KYC details, when needed, via a 
linking request to the Business Node.  

 

At this stage, the Business Node will submit an account verification request to the 
Issuer Service of the Transaction Node through an encrypted connection. This will 
include  a  KYC check,  should  the  digital  currency  in  question  require  one.  Once 
verified, the Business Node will subsequently submit a linking request to a Validator 
Node.  

 

The Validator  Nodes  will  then  validate  the  account  linking  request  and  write  it  onto 
the ledger. Each Validator Node will su bsequently sync on - chain with other Validator 
Nodes and with the TAR Nodes. The account linking response is sent back to the 
Business  Node  and  relayed  to  the  end  user  via  the  IT system.  

 

A Transaction Node will issue verifiable user credentials (per the W3 C Verifiable 
Credentials Data Model 1.0 10�œ�� �Ô�Ù�ç�Ø�å�� �æ�è�Ö�Ö�Ø�æ�æ�Ù�è�ß�ß�ì�� �é�Ø�å�Ü�Ù�ì�Ü�á�Ú�� �ç�Û�Ø�� �Ø�á�×�� �è�æ�Ø�å�à�æ�� �·�¼�·�� �Ô�á�× 
account  details.  These  credentials  are  signed  with  the  respective  Transaction 
�Á�â�×�Ø�à�æ�� �·�¼�·�� �Ô�á�×�� �æ�Ø�á�ç�� �é�Ü�Ô�� �Ô�� �æ�Ø�Ö�è�å�Ø�� �Ø�á�Ö�å�ì�ã�ç�Ø�×�� �ã�å�â�ç�â�Ö�â�ß�¡�� �·�Ø�ã�Ø�á�×�Ü�á�Ú�� �â�á�� �ç�Û�Ø�� �é�Ø�å�Ü�Ù�Ü�Ö�Ô�ç�Ü�â�á��
requirements for each currency system, users can link multiple CBDC and stablecoin 
accounts to a single UDPN DID. The customer has full control over their accoun t 
�Ö�å�Ø�×�Ø�á�ç�Ü�Ô�ß�æ�Ÿ�� �æ�ç�â�å�Ø�×�� �ß�â�Ö�Ô�ß�ß�ì�� �â�å�� �Ü�á�� �ç�Û�Ø�� �µ�è�æ�Ü�á�Ø�æ�æ�� �Á�â�×�Ø�à�æ�� �Ø�á�Ö�å�ì�ã�ç�Ø�×�� �ã�å�Ü�é�Ô�ç�Ø�� �æ�ç�â�å�Ô�Ú�Ø�¡�� �Ç�Û�Ü�å�×��
parties  need  to  be  authorised  by  the  customers  to  access  their  account  credentials.  

The delinking process is straightforward. Like the linking process, a delinking request 
should be submitted by the end users via the IT Systems, who will pass it to the 
Business Node. The Business Node will then submit a delinking request to the Validator 
Node, which will process the request on - chain and record it onto the ledger. Once the 
account credentials are deleted, the currency account is delinked from the DID, and 
the  user  cannot  conduct  any  transactions  using  their  DID unless  the  user  performs 
the linking process again.  

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

10https://www.w3.org/TR/vc - data - model/#what - is- a - verifiable - credential  

AFTER A UDPN DID HAS 
BEEN CREATED, THE END 
USER CAN LINK THEIR 
DID WITH THEIR DIGITAL 
CURRENCY ACCOUNTS OR 
WALLETS. 

https://www.w3.org/TR/vc-data-model/#what-is-a-verifiable-credential
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3.3. DIGITAL CURRENCY TRANSFERS & SWAPS (FX) 

Figure 11 
 

 
When a  transfer or a  swap is init ia ted  via  the UDPN, the IT system  will collec t the 
required  transact ion inform ation from  the end  user, inc lud ing  Sender DID, Currency 
Type, Am ount, Sender Account (op tiona l) , Receiver DID/ Receiver Account, Receiver 
Currency Type, etc. Subsequently, the IT system s send the transaction requests to 
Business Nodes via  the ga teways. 

 

The Business Node com piles the m essages based  on their respect ive currenc ies, and 
each m essage is then passed onto the Va lida tor Nodes. During  this transm ission, 
the Transaction Node m onitors the swap , verifies the sender signa tures (or KYC 
and credentia ls if required) , and processes the transfer or swap by subm itt ing  the 
transaction request to the respective d ig ita l currency system s. It m ust be noted  
tha t both transfers and  swaps use the sam e set of sm art contracts to execute the 
requests from  the end  users. If the currency types in the transaction requests a re 
d ifferent, swap processes are init ia lised . 
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The currency swap  process consists of two transfer p rocesses involving  the cap ita l 
pools of the correspond ing  currencies. Let us take for instance a  100 d ig ita l euro 
(sender)  to d ig ita l US dolla r ( receiver)  swap. Whenever a  currency exchange is 
init ia ted , �ç�Û�Ø���È�· �Ã�Á���å�Ø�Ö�Ø�Ü�é�Ø�æ���Ô���ç�å�Ô�á�æ�Ù�Ø�å���å�Ø�ä�è�Ø�æ�ç���à �Ø�æ�æ�Ô�Ú�Ø���Ù�å�â�à ���ç�Û�Ø���æ�Ø�á�×�Ø�å�à�æ���¼�Ç���æ�ì�æ�ç�Ø�à  
via  a  Business Node. �Ç�Û�Ø���æ�Ø�á�×�Ø�å�à�æ���¤�£�£���×�Ü�Ú�Ü�ç�Ô�ß��� �̧è�å�â�æ���Ü�æ���×�Ø�Õ�Ü�ç�Ø�×���Ù�å�â�à ���ç�Û�Ø���è�æ�Ø�å�à�æ���ê�Ô�ß�ß�Ø�ç 
into the Euro cap ita l pool. Subsequently, the m essage is sent to a  correspond ing  
d ig ita l dolla r Transact ion Node, via  Va lida tor Nodes, a t the selected  FX ra tes. The 
Euro and d ig ita l dolla r Transact ion Nodes will sett le, a fter which the d ig ita l dolla r 
cap ita l pool will deposit the equiva lent of 100 d ig ita l Euros in d ig ita l dolla rs into the 
�å�Ø�Ö�Ø�Ü�é�Ø�å�à�æ d ig ita l dolla r account, thus com plet ing  the swap . 
Running  a  Va lida tor Node entit les the owner to ea rn network fees, set via  Alliance 
m em ber vote and  evenly d ivided . FX ra tes are m ainta ined in rea l- t im e via  an order-  
m atching  system  opera ted  by third  part ies, or a lterna tively Transact ion Nodes can 
set their own. 

 
3.4. REFUND PROCESS IN THE CASE OF A FAILED TRANSFER 

 
Figure 12 
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�¼�á�� �Ü�á�æ�ç�Ô�á�Ö�Ø�æ�� �ê�Û�Ø�å�Ø�� �ç�Û�Ø�� �æ�ì�æ�ç�Ø�à�� �Ù�Ô�Ü�ß�æ�� �ç�â�� �ç�å�Ô�á�æ�Ù�Ø�å�� �ç�Û�Ø�� �å�Ø�Ö�Ø�Ü�é�Ø�å�à�æ�� �Ö�è�å�å�Ø�á�Ö�ì�� �Ù�å�â�à��the 
�å�Ø�æ�ã�Ø�Ö�ç�Ü�é�Ø�� �Ö�Ô�ã�Ü�ç�Ô�ß�� �ã�â�â�ß�� �ç�â�� �ç�Û�Ø�� �å�Ø�Ö�Ø�Ü�é�Ø�å�à�æ�� �Ô�Ö�Ö�â�è�á�ç�Ÿ�� �Ô�� �å�Ø�Ù�è�á�×�� �Ü�æ�� �Ü�á�Ü�ç�Ü�Ô�ç�Ø�×�¡�� �¼�á�� �ç�Û�Ø�� �Ô�Õ�â�é�Ø��
instance of a swap between digital Euros and digital dollars, the digital euro 
Transaction Node connected to a digital Euro system will be monitoring the failed 
tran saction on - chain and will send a refund request to the digital Euro system and 
�å�Ø�ç�è�å�á�� �ç�Û�Ø�� �¤�£�£�� �×�Ü�Ú�Ü�ç�Ô�ß�� �Ø�è�å�â�æ�� �ç�â�� �ç�Û�Ø�� �æ�Ø�á�×�Ø�å�à�æ�� �Ô�Ö�Ö�â�è�á�ç�¡�� �Æ�è�Õ�æ�Ø�ä�è�Ø�á�ç�ß�ì�Ÿ�� �ç�Û�Ø�� �Ç�å�Ô�á�æ�Ô�Ö�ç�Ü�â�á��
Node will submit the refund result for validation. Once this is validated and the blocks 
are written onto the ledger, the Business Node will receive the refund message and 
update  the  transaction  request  to  the  IT system  for  the  end  user.  

There is no refund, per se, for same - currency transfers. For refunds in a same -  
currency transfer, the receiver  must make a new payment transaction to the original 
sender.  
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4.  WHOLESALE DIGITAL CURRENCY 
SETTLEMENT 

 
When  a  business  wants  to  initiate  a  swap  transaction  from  one  CBDC to  another, 
the commercial banks operating the Transaction Nodes need to have associated 
capital pool accounts with the relevant central banks and they must be sure there is 
adequate capital within those pools.  

 

For example,  let  us consider  an  instance  where  an  end  user  wants  to  convert 
digital  dollars  into  digital  euros.  To process  such  FX transactions,  the  digital  dollar 
is transferred from the sender account to the digital dollar capital pool held by 
�ß�¶�â�à�à�Ø�å�Ö�Ü�Ô�ß�� �µ�Ô�á�Þ�� �´�à�¡�� �Æ�è�Õ�æ�Ø�ä�è�Ø�á�ç�ß�ì�Ÿ�� �Ô�á�� �Ø�ä�è�Ü�é�Ô�ß�Ø�á�ç�� �á�è�à�Õ�Ø�å�� �âf digital euros are 
transferred  from  the  capital  pool  held  by  �ß�¶�â�à�à�Ø�å�Ö�Ü�Ô�ß Bank  �µ�à to  the  �è�æ�Ø�å�à�æ digital 
euro account.  The FX rate for the transfer will be based on real - time exchange rates 
sourced  from  one  or  more  third - party  sources  and  synced  to  the  UDPN network.  

 

�ß�¶�â�à�à�Ø�å�Ö�Ü�Ô�ß Bank  �´�à�Ÿ that  now  holds  the  digital  dollar  received  from  the  user,  will  use 
a third - �ã�Ô�å�ç�ì���ê�Û�â�ß�Ø�æ�Ô�ß�Ø���×�Ü�Ú�Ü�ç�Ô�ß���Ö�è�å�å�Ø�á�Ö�ì���æ�Ø�ç�ç�ß�Ø�à�Ø�á�ç���æ�ì�æ�ç�Ø�à���ç�â���æ�Ø�ç�ç�ß�Ø���ê�Ü�ç�Û���ß�¶�â�à�à�Ø�å�Ö�Ü�Ô�ß��
Bank  �µ�à�Ÿ who  made  the  digital  euros  pay - out  to  the  user.  The commer cial  banks 
will need to be enrolled with the respective wholesale digital currency settlement 
systems  to  easily  achieve  the  settlement  between  the  capital  pools.  

 

Over the last few years, we have seen financial services firms across the globe invest 
considerable resources into improving wholesale use cases for digital payments. 
Examples of such projects include the creation of BIS m - CBDC bridge 11 and Utility 
Settlement Coin by Fnality 12. We have also witnessed central banks collaborating on 
cro ss- border payment projects as illustrated by Project Dunbar, led by the Monetary 
Authority  of  Singapore  and  the  Bank  for  International  Settlements,  as  well  as  the 
m - CBDC Bridge project, jointly led by the Hong Kong Monetary Authority, the Bank of 
Thailand,  �ç�Û�Ø�� �Ã�Ø�â�ã�ß�Ø�à�æ�� �µ�Ô�á�Þ�� �â�Ù�� �¶�Û�Ü�á�Ô�Ÿ�� �ç�Û�Ø�� �È�´�¸�� �¶�Ø�á�ç�å�Ô�ß�� �µ�Ô�á�Þ�Ÿ�� �Ô�ß�â�á�Ú�� �ê�Ü�ç�Û�� �ç�Û�Ø�� �µ�Ô�á�Þ�� �Ù�â�å��
International Settlements (BIS). The UDPN will work with such projects to integrate 
wholesale digital currency systems to allow capital pools in different currencies on 
UPDN settle with each other seamlessly.  

 

 

 

 

 

 

 

 

 

 

 
 

11https://www.finextra.com/newsarticle/33921/big - banks - create - utility - settlement - coin - company   
12https://www.bis.org/about/bisih/topics/cbdc/mcbdc_bridge.html  

https://www.finextra.com/newsarticle/33921/big-banks-create-utility-settlement-coin-company
https://www.bis.org/about/bisih/topics/cbdc/mcbdc_bridge.html
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5. SECURITY AND PRIVACY 
 

In a world where cybersecurity attacks on financial networks are increasing, central -  
ised  hub - and - spoke  models  are  particularly  vulnerable.  Security  is paramount  for 
all organisations joining the network. Moreover, the UDPN Alliance understands that 
AML, CFT, financial sanctions, and the prevention of illicit activities at a network level  
are  front  of  mind  for  compliance  and  risk departments  within  financial  institutions. 
To ensure that the UDPN adheres to the highest possible standards, security frame -  
wo rks such as ISO 2700X series and NIST are being used as a reference.  One of the 
�à�Ô�Ü�á�� �â�Õ�Ý�Ø�Ö�ç�Ü�é�Ø�æ�� �â�Ù�� �ç�Û�Ø�� �È�·�Ã�Á�� �Ü�æ�� �ç�â�� �Ú�è�Ô�å�Ô�á�ç�Ø�Ø�� �æ�Ø�Ö�è�å�Ü�ç�ì�� �â�¶�¼�´�� �ç�å�Ü�Ô�×�ã�� �Ø�á�æ�è�å�Ü�á�Ú�� �¶�â�á�Ù�Ü�×�Ø�á-  
tiality, Integrity and Availability of data. The network will be designed so that data is 
kept  confidential  and  data  privacy  is guaranteed  at  all  times  (in  transit,  in  use  and 
at rest) by using encryption managed by the parties that are taking part in trans -  
actions  on  the  network  (Business  Nodes,  Transaction  Nodes,  etc.)  It will  implement 
the mechanisms necessary to guarantee that the data is not corrupted or tampered 
with, whilst guaranteeing data integrity.  Lastly, the UDPN will ensure high system 
availability and resiliency with proper mechanisms to backup and restore data as  
part of BCM (Business Continuity Management). This ensures data availability re -  
quirements are fulfilled at all times.  

 
5.1. IT SECURITY 

The following are the key elements of the network & IT security, which use the CIA 
principles  to  ensure  robust  security  acro ss the  UDPN network:  

 

�‡ Security  via  a  DevSecOps  approach:  The UDPN will  need  to  define,  implement,  
and improve its own System Development Lifecycle (SDLC) in order to integrate 
security testing and automation into the software development lifecycle and 
everyday  operations.  This will  ensure  that  when  any  code  is developed,  it  is done 
to  the  highest  security  standards  and  that  when  operations  are  completed, 
it is in a safe and secure manner.  In this regard, a DevSecOps approach is 
�å�Ø�Ö�â�à�à�Ø�á�×�Ø�×�Ÿ�� �Ô�æ�� �Ü�ç�� �Ü�æ�� �Ô�ß�Ü�Ú�á�Ø�×�� �ê�Ü�ç�Û�� �ç�Û�Ø�� �à�Ü�á�×�æ�Ø�ç�� �â�Ù�� �â�Ô�Ú�Ü�ß�Ø�� �à�Ø�ç�Û�â�×�â�ß�â�Ú�Ü�Ø�æ�ã�Ÿ�� �ê�Ü�ç�Û��
security  testing  being  automated  and  integrated  into  the  process  and  part  of  
a  continuous  improvement  loop.  The UDPN code  will  be  open  source  and  all 
�È�·�Ã�Á�� �´�ß�ß�Ü�Ô�á�Ö�Ø�� �à�Ø�à�Õ�Ø�å�æ�à�� �¼�Ç�� �æ�Ø�Ö�è�å�Ü�ç�ì�� �ç�Ø�Ô�à�æ�� �›�ê�Û�Ü�Ö�Û�� �Ü�á�Ö�ß�è�×�Ø�� �æ�â�à�Ø�� �â�Ù�� �ç�Û�Ø�� �Õ�Ø�æ�ç�� �Ü�á�� �ç�Û�Ø��
world, due to the security needs of financial institutions) an d the global security 
tech community will be encouraged to review and provide feedback on possible 
security flaws, should any exist.  

�‡ Security in layers:  The UDPN is a decentralised system with a large diversity of 
�å�â�ß�Ø�æ�­�� �Õ�è�æ�Ü�á�Ø�æ�æ�Ø�æ�� �›�â�ê�á�Ü�á�Ú�� �â�µ�è�æ�Ü�á�Ø�æ�æ�� �Á�â�×�Ø�æ�š�š�œ�Ÿ�� �å�Ø�Ú�è�ß�Ô�ç�Ø�×�� �Ù�Ü�á�Ô�á�Ö�Ü�Ô�ß�� �Ø�á�ç�Ü�ç�Ü�Ø�æ�� �›�â�ê�á�Ü�á�Ú��
�â�Ç�å�Ô�á�æ�Ô�Ö�ç�Ü�â�á�� �Á�â�×�Ø�æ�š�š�œ�� �Ô�á�×�� �´�ß�ß�Ü�Ô�á�Ö�Ø�� �à�Ø�à�Õ�Ø�å�æ�� �›�â�ê�á�Ü�á�Ú�� �â�É�Ô�ß�Ü�×�Ô�ç�â�å�� �Á�â�×�Ø�æ�ã�œ�¡�� �¼�ç�� �Ö�Ô�á��
therefore be considered a supply c hain, in terms of security, with every party 
involved providing its own infrastructure and individually managing IT security of 
the nodes for which it is responsible.  
The UDPN will  establish  a  security  governance  mechanism  that  ensures  the  security  
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of the whole system, whilst providing technical standards to all participants. The 
foundation of this will be the multi - layer Security Operations Centre, which will set 
and govern the appropriate security requirements for each party.  A dedicated 
CERT/CSIRT will be set up for every party (depending on its role) and have a team 
responsible  for  coordinated  Security  Emergencies  and  Incident  Responses.  This 
will be underpinned by a robust Business Continuity Management (BCM) plan, 
includin g  Contingency  Planning  and  Disaster  Recovery  Planning.  

�‡ Zero Trust Model:  In order to guarantee the appropriate management of IT  
security  and  assure  the  implementation  of  the  necessary  security  measures 
in production,  the  UDPN will  deploy  a  Zero  Trust  Model.  Under  such  a  model,  no 
�ã�Ô�å�ç�� �â�Ù�� �ç�Û�Ø�� �æ�ì�æ�ç�Ø�à�� �Ü�æ�� �Ö�â�á�æ�Ü�×�Ø�å�Ø�×�� �Ô�� �â�æ�Ô�Ù�Ø�� �Ô�å�Ø�Ô�ã�� �Ô�á�×�� �Ø�é�Ø�å�ì�� �Ö�Ô�å�Ø�� �Ü�æ�� �ç�Ô�Þ�Ø�á�� �ç�â�� �ã�å�â�ç�Ø�Ö�ç��
against both external attackers and malicious insiders. This involves establishing 
secure communication between components (including nodes), en suring robust 
authentication  & authorisation  between  components,  creation  of  a  strong  proof 
of identity, establishing the use of physical perimeters and, lastly, having robust 
protection against any malicious insider activity.  

�‡ Security & Identity Governanc e: A strong governance system will minimise and 
eliminate security concerns that may arise at any level of the network. It will also 
ensure adherence to compliance and regulatory measures. In place from the 
outset, at the start of the design phase, the gov ernance system covers everything 
ranging from the governance requirements for technical standards and 
compliance, policies for secure operation of the network to a robust governance 
system for identity issuance.  

When it comes to Identity Governance, Public  Key Infrastructure (PKI) for node 
identity provisioning will be implemented and governed by the UDPN Alliance. The 
Alliance  will  strive  to  uphold  PKI best  practices  and  implement  a  secure  process 
for issuing and revoking certificates.  

Additionally,  to  ens ure  end - to - end  security,  the  UDPN will  cover  the  following  areas:  

�‡ Security  by  design  to  enhance  the  design  and  fully  resilient  network  and  local  
architectures  for  all  areas  

�‡ Secure  development  and test best practices  are fulfilled by all developers 
working on the project  

�‡ SAST (Static Application Static Testing) �Õ�â�ç�Û�� �Ü�á�� �â�ß�â�Ö�Ô�ß�� �×�Ø�é�Ø�ß�â�ã�à�Ø�á�ç�ã�� �Ô�á�×�� �â�Õ�è�Ü�ß�×��
and  �ç�Ø�æ�ç�ã phases.  SAST testing  consists  of  scanning  source  code  and/or  binaries  
to detect vulnerabilities in all areas of the individual components and the overall 
network.  

�‡ SCA (Software Composition Analysis) whereby libraries/dependencies used by 
the  UDPN source  code  are  scanned  for  vulnerabilities  on  a  regular  basis.  

�‡ DAST (Dynamic application testing and penetration testing) to target 
vulnerabilities in the runtime environment. The UDPN applies dynamic testing in 
both  low - level  environments  as  well  as  in  production.  

�‡ Performance  and  resilience  of  testing  systems  will  be  frequently  va lidated  by 
the  UDPN in order  to  guarantee  that  the  system  is available,  working  well  under 
the desired/ estimated load conditions and remains resilient when faced with 
unexpected  situations  (such  as  a  sudden  surge  in swap  transactions  after  a  new  
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currency comes online). One of the main goals is to boost system readiness for 
business  continuity.  An SRE (Site  Reliability  Engineering)  testing  approach,  such 
as Chaos Engineering, will be used.  

�‡ IT Security in production will inclu de security observability, response to security 
incidents and Business Continuity Management.  

 
Figure  13 

 

 
In the  past,  the  industry  has  witnessed  attacks  on  systems,  known  as  supply  
chain security attacks. Some of these infamous attacks succeeded because of 
vulnerabilities  in  the  supply  chain.  The fact  that  a  security  issue  from  one  of  the 
parties can affect (to a major or minor degree) other related parties is a reality for 
which  the  UDPN network  is well  prepared.  In order  to  mitigate  such  risks, the  UDPN 
will define clear terms of security management when integrating new participants  
and automate risk flags to show whether participants are using the correct security 
procedures (for example, the encryption of local data). A UDPN Technical Standard, 
describing  the  security  requirements  and  procedures  that  every  party  needs 
to fulfil acco rding to their role in the UDPN Alliance, will be created to define the 
aforementioned standards and procedures.  

 
5.2. NETWORK SECURITY 

Security is critical for all organisations joining the network. The UDPN Alliance under -  
stands  AML, CFT, financial  sanctions , and  the  prevention  of  illicit  activities  are  front 
of mind for Compliance officers and related departments within any financial insti -  
tution. The UDPN design is regulator - friendly, with regulators and auditors having 
access  to  TAR Nodes,  which  facilitat e access  to  all  transaction  data.  
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The following  areas  of  network  security  will  be  taken  into  consideration:  

�‡ Funds  handling  on  the  network:  The UDPN Alliance  and  the  network  itself  will 
never  hold  �Ö�è�æ�ç�â�à�Ø�å�æ�à or  �è�æ�Ø�å�æ�à funds.  Transaction  Nodes  can  only  be  operated 
by  regulated  and  licensed  local  money  service  providers  and  banks.  

�‡ Compliance Framework: The UDPN Alliance will meet all of its compliance 
obligations  by  ensuring  it  meets  or  exceeds  the  regulatory  requirements  in 
the countries and regions it operates. Strict due diligence processes will be 
implemented for current and new members of the Alliance. This is to ensure the 
network is used to facilitate financial inclusion and the compliant exchange of 
val ue rather than contributing towards financial terrorism and money laundering. 
Alliance members will also work together to ensure proper programs exist to 
address current AML/CFT regulations and financial sanctions to create a secure 
environment for conduct ing cross - border exchanges. Additionally, financial 
intelligence  services  will  be  developed  to  prevent  illegal  payment  activities.  

�‡ Financial  Intelligence  Services  &  Relationship  Management:  As regulators 
pay greater attention to compliance and regulatory i ssues in the digital assets 
markets,  it  is critical  for  financial  institutions  providing  digital  currency  services 
to understand with whom they do business and to have proper access to their 
�Ö�â�è�á�ç�Ø�å�ã�Ô�å�ç�Ü�Ø�æ�à�� �Ö�â�à�ã�ß�Ü�Ô�á�Ö�Ø�� �Ô�á�×�� �Ù�å�Ô�è�×�� �×�Ø�ç�Ô�Ü�ß�æ�¡�� �Æ�è�Ö�Û�� �Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á�� �ê�Üll be available  
on the UDPN in the form of the aforementioned financial intelligence services, 
provided  through  the  TAR nodes.  At launch,  UDPN users  will  be  able  to  define 
which financial institutions they desire to do business with and deny messages 
from non - trusted financial institutions. Such features do not currently exist for 
stablecoin transfers on public chains, as these systems are permissionless by 
design and  so create significant fraud/KYC risks for any financial institution 
expanding their stablecoin services offering. These financial intelligence services 
features  will  be  available  within  the  Transaction  Node.  

�‡ Due Diligence Approach: UDPN members (Alliance and Transaction Nodes 
especially)  are  leaders  in  their  respective  industries  and  will  need  to  adhere  to 
the highest business standards. To protect client relationships and the reputation  
of its members, the UDPN Alliance will implement strict screening pro cesses that  
will include a thorough review of prospective new Members. These due diligence 
reviews  will  be  completed  for  all  new  members  on  an  ongoing  basis  to  ensure  
the network is composed of organisations upholding the highest business and 
compliance standards.  

�‡ �Å�Ø�Ú�è�ß�Ô�ç�â�å�ì�� �¶�â�á�æ�Ü�×�Ø�å�Ô�ç�Ü�â�á�æ�­�� �Ç�Û�Ø�� �â�Ç�å�Ô�é�Ø�ß�� �Å�è�ß�Ø�ã�­��The UDPN Alliance will also ensure 
that  the  network  facilitates  the  convenient  cross - border  exchange  of  value, 
whilst  providing  the  necessary  infrastructure  for  network  users  to  comply  with 
their regulatory obligations, including the Travel Rule brought in by FATF. This rule 
states  that  all  financial  institutions  should  provide  certain  customer  information 
to the c orresponding financial institutions when the transfer amount exceeds a 
certain threshold as well as when the transfer involves more than one financial 
institution.  

As a  decentralised  permissioned  blockchain  network,  the  UDPN will  interface  with  
IT systems and digital currency issuers & holders via encrypted and secure APIs. 
Moreover,  the  UDPN DID will  be  certificate  controlled,  with  two  layers  of  certification,  
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providing  more  security  to  the  transactions  on  the  network.  All off - chain  data 
sources will interact with the permissioned decentralised network via secure and 
digitally signed connections.  

 
5.3. PRIVACY 

As a  messaging  platform,  the  UDPN does  not  store  any  user  information,  with  most 
of  the  �è�æ�Ø�å�à�æ personal  and  privacy  data  being  stored  off - chain  within  the  business 
IT systems. All interactions between the end users and business IT systems are 
conducted off - chain and do not occur on the UDPN. For transactions that take place  
on  the  UDPN, only  the  Validator  Nodes  and  TAR Nodes  will  be  able  to  view  certain  details 
of a transaction request (in those instances without end user personal information). 
The Business Nodes and Transaction Nodes store their non - transactional data off -  
chain and have access to some KYC infor mation where the currency system requires 
KYC checks.  

Given that end users do not connect directly with the UDPN, but rather through third -  
party IT systems, all personal data is stored and held by third - party businesses and  
not by the UDPN. The on - chain DID is always anonymous, with all KYC and credentials 
being stored in private storage held on Business Nodes. The assigned Validator N ode  
is only  able  to  validate  the  message  format  and  whether  the  message  originates 
from a certified Business Node. They can verify the presence of DID information,  
without having access to personally identifiable information. The message also 
includes information about the transfer amount, currency types, account IDs and 
scrambled  wallet  addresses.  All end  �è�æ�Ø�å�æ�à CBDC wallet  IDs and  account  numbers 
are anonymised whe n the message is sent to the Validator Nodes. Therefore, the 
privacy of the end user is protected at all times.  

After  a  message  is sent  from  the  Validator  Node,  the  receiving  Transaction  Node 
will only decrypt the required information to ensure compliance with applicable 
payment laws and regulations.  Finally, it is worth noting that the data stored on the 
Archive Nodes is only accessible to regulators, central banks and auditors, for AML/  
CFT monitoring and auditing purposes.  

 
 

AS A MESSAGING 
PLATFORM, THE UDPN 
DOES NOT STORE ANY 
USER INFORMATION, WITH 
MOST OF THE USER'S 
PERSONAL AND PRIVACY 
DATA BEING STORE 
OFF-CHAIN WITHIN THE 
BUSINESS IT SYSTEM. 
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5.4. KNOW YOUR CUSTOMER (KYC) RULES 

Figure 14 
 

Note: If the currency system  doesn't req uire KYC, such as pub lic  cha in- based  stab lecoins, no KYC will be p rocessed  on UDPN 

 

The fundam enta l na ture of the UDPN network is tha t of a  m essag ing  service for d ig ita l 
currency transact ions. Dec isions regard ing  the lega lity of transact ions rest with the IT 
system s onboard ing  end users and/  or currency system s. Those businesses provid ing  
end users access to the UDPN and those financia l inst itutions opera t ing  Transaction 
Nodes need to ensure tha t transactions com ply with relevant loca l and interna tiona l 
regula tions and with the currency system  requirem ents. Fa ilure to com ply with the 
relevant rules m ay result in the institut ions fac ing  potentia l sanctions and fines 
im posed by their respective regula tory authorit ies. 

 

When an end  user wants to use the UDPN network, it  m ust first  go through an 
onboard ing  process with the respective business IT system . The IT system  m ay need  
to conduct the KYC as per their business requirem ents or loca l regula tions. When 
a  transaction is init ia ted , the transaction request is sent from  the IT system  to the 
Business Node and  subsequently to the Va lida tor Node. This transact ion m essage 
only conta ins DIDs, currency types, am ounts and scram b led  wa llet/ account num bers 
(op tiona l) . When the transaction reaches the Transaction Node, the scram b led  
account num bers will be decryp ted  and the transaction is then subm itted  to the 
currency system  a long  with KYC inform ation if required . 

�¼�Ù���ç�Û�Ø���Ö�è�å�å�Ø�á�Ö�ì���æ�ì�æ�ç�Ø�à ���×�â�Ø�æ�á�à�ç���å�Ø�ä�è�Ü�å�Ø���¾�Ì�¶�Ÿ���Ù�â�å���Ø�ë�Ô�à �ã�ß�Ø���Ô�æ���ê�Ü�ç�Û���ã�è�Õ�ß�Ü�Ö���Ö�Û�Ô�Ü�á- based  
stab lecoins, no KYC will be processed  on the UDPN and the transact ion will go 
through the va lue cha in without any KYC. In those instances where the currency 
system s do require KYC, the Business Node will collect the required  KYC data  from  
the IT system s and  save it into the Business �Á�â�×�Ø�à�æ priva te storage. The am ount of 
KYC inform ation p rovided  by the Business Node is dependent on the requirem ents 
of the respect ive currency system . The Transaction Node fetches the encryp ted  KYC 
inform ation from  the Business Node and subsequently passes it  on to the currency 
system . The currency system  decryp ts the KYC inform ation and va lida tes whether 
the user sa tisfies the requirem ent, before com pleting  the transaction. 

In the case of a  swap  between two currenc ies, if the receiving  currency system  
�å�Ø�ä�è�Ü�å�Ø�æ���ç�Û�Ø���æ�Ø�á�×�Ø�å�à�æ���¾�Ì�¶�Ÿ���ç�Û�Ø���È�· �Ã�Á���ê�â�è�ß�×���å�Ø�ä�è�Ü�å�Ø���ç�Û�Ø���µ�è�æ�Ü�á�Ø�æ�æ���Á�â�×�Ø���ç�â���Ô�ß�æ�â���Ô�è�ç�Û�â�å�Ü�æ�Ø��
the receiving  �Ö�è�å�å�Ø�á�Ö�ì�à�æ Transaction Node to access the KYC. The KYC requirem ents 
of the Transaction Node need  to m atch the KYC ava ilab le from  the Business Node. 
Where appropria te KYC data  is unava ilab le to the receiving  Transact ion Node, the 
transaction would  not be processed. 
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6. REGULATORY COMPLIANCE 
 

The UDPN Alliance is deeply committed to adhering to the highest compliance 
standards  and  will  ensure  that  it  meets  or  exceeds  the  regulatory  requirements  of 
the  countries  and  regions  in  which  it  operates.  Strict  due  diligence  processes  will 
be implemented  for current and new members of the Alliance, to ensure that the 
network is used as a tool to facilitate financial inclusion and the compliant exchange  
of  value,  whilst  prohibiting  any  financial  terrorism  and  money  laundering.  

 

The UDPN Alliance and the network itself will never hold or move funds. Additionally,  
the Transaction Nodes can only be operated by regulated and licensed local money 
service providers and banks. Working in conjunction with global authorities the UDPN 
Alliance members will create a secure environment for conducting cross - border 
exchanges and ensure that AML and CFT risks are managed, sanctions requirements 
are  met,  and  all  regulatory  requirements  are  adhered  to.  

 

Given that the majority of Transaction Node owners are commercial banks, they are 
obliged to follow the strict compliance and regulatory requirements of the currency 
systems to which they connect. Business Node owners are required to provide the 
UDPN with their relevant KYC information. In addition,  �ç�Û�Ø�� �È�·�Ã�Á�� �ê�Ü�ß�ß�� �Ô�ã�ã�ß�ì�� �Ô�� �â�å�Ø�Ú�Ü�â�á�Ô�ß��
�Ö�â�×�Ø�ã�� �ç�â�� �Ø�é�Ø�å�ì�� �µ�è�æ�Ü�á�Ø�æ�æ�� �Á�â�×�Ø�Ÿ�� �Õ�Ô�æ�Ø�×�� �â�á�� �Ü�ç�æ�� �Ö�â�è�á�ç�å�ì�� �Ô�á�×�� �å�Ø�Ú�Ü�â�á�¡�� �Ç�Û�Ø�� �È�·�Ã�Á�� �ê�Ü�ß�ß�� �â�á�ß�ì 
allow Business Nodes to access currencies and enable transactions so far as is 
permissible  in  accordance  with  the  relevant  �Ö�â�è�á�ç�å�ì�à�æ laws  and  regulations.  

 

Similar to SWIFT, the UDPN does not exert any control over the messages sent by 
Business  Node  owners  over  the  network.  Validating  the  authenticity  of  messages, 
and  any  related  KYC information,  remains  the  responsibility  of  the  individual 
cur rency  systems.  As such,  the  currency  systems  themselves  remain  responsible 
for sanctions related screening and reporting, as well as for the application of any 
locally applicable laws and regulations.  The nature of the digital currency messaging 
systems means that the network cannot itself administrate such screening and 
reporting, but instead works to facilitate the ease with which its users meet their own 
responsibilities  in  relation  to  national  and  international  regulations.  
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7. UDPN ALLIANCE &  GOVERNANCE 
 

7.1. ORGANISATION & FOUNDING MEMBERS 

The UDPN A�ß�ß�Ü�Ô�á�Ö�Ø�à�æ�� �ã�å�Ü�à�Ô�å�ì�� �ã�è�å�ã�â�æ�Ø�� �Ü�æ�� �ç�â�� �Ü�à�ã�å�â�é�Ø�� �ç�Û�Ø�� �Ø�Ù�Ù�Ü�Ö�Ü�Ø�á�Ö�ì�� �â�Ù�� �×�Ü�Ú�Ü�ç�Ô�ß�� �Ö�è�å�å�Ø�á�Ö�ì��
payments  through  the  creation  of  a  shared  decentralised  network  complete 
with associated standards. The UDPN provides a secure network that operates in 
accordance with local laws an d regulations, through which any enterprise from  
around the world can perform payment transactions and settlements, in various  
digital currencies, simply by accessing their local Business Nodes. In order to achieve 
this,  the  Alliance  will  partner  with  best - in - class  FinTech  providers,  institutional 
finance partners, and digital finance experts to rapidly accelerate the development, 
deployment,  commercialisation,  and  global  scaling  of  the  UDPN ecosystem.  

The goal is to have eight founding Alliance members acting as the initiators of the 
UDPN. The Alliance members are a diverse collection of organisations representing 
various verticals of the ecosystem from technology firms and multinational banks to 
centra l banks  and  major  payment  providers.  This core  group  forms  the  nucleus  for 
an international alliance that is responsible for developing the roadmap, standards, 
governance, and commercialisation strategy for the UDPN. Each founding Alliance 
member has equal  rights and is selected in such a way as to provide cross -  
geographical representation. The partners voluntarily invest resources into the UPDN, 
with core members conducting activities in a coordinated fashion. Any applicable 
income  derived  from  the  UDPN infrastructure  will  be  equally  shared  between  the 
UDPN Alliance members.  

This decentralised  governance  structure  ensures  that  no  single  party  will  be  able 
to  gain  full  control  of  the  UDPN, and  the  UDPN always  remains  a  neutral  platform 
with equal rights for all members. All decisions are taken after voting by members,  
with  appropriate  voting  thresholds  set  for  different  types  of  decision.  The UDPN 
will  establish  a  governing  council,  with  each  member  having  one  representative.  
All members will take turns to chair this council on a quarterly basis. There is no 
controlling entity, CEO or board of directors for the UDPN. This ensures that no single 
person,  entity,  organisation  or  sovereign  government  can  take  control  of  the  network.  

Being an advocate of an open - source ecosystem, the Alliance will keep the Validator 
Nodes and Business Nodes open - sourced. Additionally, the Alliance members will 
ensure that UDPN developments remain within one single codebase. All member 
stakehol ders  will  have  access  to  the  codebase  and  any  related  documentation  at 
any  given  time,  including  during  the  development  phases.  

 
7.2. DECENTRALISED GOVERNANCE AND VOTING 

The UDPN is jointly  managed  and  governed  by  all  Validator  Node  owners  through 
a  distributed  governance  framework..  Each  Validator  Node  owner  is expected  to  
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INSTANCES WHERE VOTING IS REQUIRED: 

1. Establishment  of  new  Validator  Nodes  

2. Establishment  of  Business  Nodes  

3. Establishment  of  Transaction  Nodes  

4. Matters  related  to  the  upgrade  of  UDPN node  software  

5. Matters  related  to  the  upgrade  and  deployment  of  smart  contracts  

6. Deciding  upon  the  fee  structure  for  currency  transfers  and  swaps  (FX) 

7. Deciding  upon  the  revenue  share  model  

8. Deployment  of  new  services  on  the  UDPN 

 

 

 

 
 

participate in the decision - making process of the Alliance and each Validator Node 
owner  has  one  vote  to  cast.  Matters  relating  to  the  development,  maintenance 
and oper ation of the UDPN are determined by this voting process. To ensure robust 
governance, the voting process will require either one vote, simple majority or a super 
majority of 80% to approve decisions regarding the UDPN, with different thresholds 
applied dep ending on the topic. The list of voting categories is below. Most items will 
only  be  executed  by  a  majority  or  supermajority  vote  from  all  Alliance  members.  

 

 

A distributed governance system is deployed by UDPN Alliance members. Under this 
system  Validator  Node  owners  have  the  right  to  vote  on  various  decisions  relating 
�ç�â�� �ç�Û�Ø�� �È�·�Ã�Á�à�æ�� �â�ã�Ø�å�Ô�ç�Ü�â�á�æ�¡ This includes the UDPN roadmap, standards, governance, 
commercialisation strategy, management of payment operations and network 
monitoring. Important tasks on the UDPN, such as the addition of new nodes to the 
network or smart contract updates, can only be executed following an approval vote 
by the UDPN Alliance members.  

 
7.3. REVENUE MODEL 

In the initial stages, the UDPN will not charge users, thus allowing more users to 
experience the platform and overcome any friction. Follo wing the initial phase, the 
�È�·�Ã�Á�à�æ�� �ã�å�Ü�à�Ô�å�ì�� �å�Ø�é�Ø�á�è�Ø�� �æ�ç�å�Ø�Ô�à�æ�� �ê�Ü�ß�ß�� �Õ�Ø�� �×�Ø�å�Ü�é�Ø�×�� �Ù�å�â�à�� �ç�Û�Ø�� �Ù�Ø�Ø�æ�� �Ú�Ø�á�Ø�å�Ô�ç�Ø�×�� �Õ�ì�� �æ�ê�Ô�ã�æ 
and  transfers,  which  will  be  automatically  charged  on  the  system  to  users  of  the 
UDPN. The revenue will be equally shared among Alliance partners, w ith proceeds 
being periodically distributed to the UDPN Alliance members directly via on - chain 
smart  contracts.  A large  proportion  of  the  revenue  generated  will  also  be  invested 
into  the  ongoing  development  and  maintenance  of  the  UDPN. 



WHITE PAPER 2022 
Universal  Digital  Payments  Network  

Copyright  © 2023  UDPN. All rights  reserved.  36 

 

 

 

 

 

 

8. SOCIAL IMPACT  
 

The UDPN is positioned  as  a  global  payment  infrastructure.  The main  driver  of 
this positioning stems from the desire to bring accessible and easy cross - border 
payment capability to those people who currently have limited or no access to 
straightforward digital payments. This sentiment is echoed by many CBDC projects, 
which  often  focus  on  increasing  financial  inclusion  and  significantly  lowering  costs, 
all while improving accessibility.  

 

In many  emerging  economies  people  and  businesses  lack  access  to  banking 
services,  hindering  economic  and  social  development.  Those  who  do  have  access 
to banking services often face high transaction and account fees, coupled with slow 
transfer times and limited transparency. The UDPN Alliance wants to tackle this issue 
and  increase  financial  inclusion.  It is keen  to  collaborate  with  institutions  that  are 
also committed to solving these issues and that can build user - friendly front - end 
payment services with UDPN access.  
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9. ROADMAP  
 

The UDPN is being  built  for  both  the  present  and  the  future.  CBDCs and  stablecoins 
are anticipated to become an integral part of the cross - border payment ecosystem. 
The UDPN is ideally  placed  to  be  the  primary  choice  for  central  banks  when  it  comes 
to the distribution of their own digital currencies. The same is true for enterprise IT 
systems  looking  to  access  all  digital  currencies  with  one  single  infrastructure.  With 
the UDPN, the evolving payments ecosystem can move towards a vastly improved  
and more resilient future, one which is in sync with emerging technologies. Key to the 
�È�·�Ã�Á�à�æ�� �æ�è�Ö�Ö�Ø�æ�æ�� �ê�Ü�ß�ß�� �Õ�Ø�� �ç�Û�Ø�� �â�á�Ú�â�Ü�á�Ú�� �Ô�á�×�� �Ö�â�á�ç�Ü�á�è�â�è�æ�� �Ü�á�ç�Ø�Ú�å�Ô�ç�Ü�â�á�� �â�Ù�� �Ô�ß�ß�� �å�Ø�ß�Ø�é�Ô�á�ç�� �¶�µ�·�¶�æ��
and stablecoins.  

The Alliance will add to its eight founding members, growing gradually to 24 over the 
next  two  years,  each  running  their  own  Validator  Node.  The additional  16 members 
will include a diverse representation of central banks, commercial banks and 
technology c ompanies. Focusing initially on a handful of major regulated stablecoin 
currency  systems,  the  Alliance  members  aim  to  have  over  100 currencies  on  the 
UDPN in a  few  years,  making  it  a  powerful  network  for  all  stakeholders.  

 

Although  central  banks  globally  are  advancing  their  engagement  with  CBDCs, 
barring  a  few  exceptions,  most  have  just  started  progressing  from  discussion 
stages  to  experimentation.  With  most  CBDCs in the  early  stages  of  development,  
it  is anticipated  that  the  digital  currency  cross - border  payments  ecosystem  will  
be  driven  by  the  rise  of  stablecoins  in  the  next  couple  of  years.  This provides  the 
UDPN sufficient time in which to establish a robust foundation, so as to be the go - to 
platform  for  all  central  banks,  as  and  when  they  launch  their  CBDCs. 

 

In line  with  these  expectations,  the  beta  release  of  the  UDPN is scheduled  to  go 
live with 2 to 5 stablecoins in Q4 2022, with pilot commercialisation by mid - 2023. 
Subsequently, full - scale global deployment will be targeted within two years, 
incorporating stablecoins and eventually CBDCs.  

 

The UDPN is positioned  to  become  the  global  messaging  backbone,  connecting 
all CBDCs and stablecoins. Furthermore, its design and architecture also support 
connections  to  traditional  account  systems,  such  as  commercial  bank  accounts 
and payment service accounts. Therefore, the UDPN can also potenti ally act as a 
bridge  between  digital  currency  accounts  and  traditional  bank  accounts.  
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10. CONCLUSION 
 

Digital  currencies  are  changing  the  world  as  we  know  it, with  a  seismic  shift  being 
felt across the financial sector. Driven by the need to promote financial inclusion, 
increase competition and fix broken payment infrastructure, each central bank will 
have  to  restructure  their  banking  systems  over  the  next  decade.  

 

Distributed Ledge r Technologies enable end - to - end transparency for central banks 
when  circulating  their  digital  currencies.  They  significantly  increase  the  efficiency  
of monetary policy, whilst mitigating the risk of failure and also significantly reduce 
transaction costs.  They also enable central banks to pay benefits, grants and stimulus 
funds  directly  to  individuals,  especially  those  who  are  unbanked,  or  underbanked. 
With  CBDCs, end  users  can  potentially  have  full  control  of  their  money  through  a 
direct  account  with  the  central  bank  and  may  not  necessarily  be  required  to  hold 
their deposits with a traditional commercial bank.  

With multiple CBDCs being created on different underlying technology protocols, the 
UDPN is critical for interoperability and provides a secure messaging platform, fit for 
this  new  money  economy.  Through  the  UDPN, multiple  CBDCs and  stablecoins  can 
be  easi ly integrated  for  seamless  and  fast  cross - border  payments,  globally.  

 

The technologies underpinning the decentralised financial system are constantly 
evolving, with rapid improvements taking place on a regular basis. These pioneering 
technologies are revol utionary for financial services, and the UDPN is exploring how 
�Õ�Ø�æ�ç�� �ç�â�� �Ü�à�ã�å�â�é�Ø�� �ã�Ø�â�ã�ß�Ø�à�æ�� �ß�Ü�é�Ø�æ�� �Ô�á�×�� �Ö�â�á�ç�å�Ü�Õ�è�ç�Ø�� �ç�â�� �ç�Û�Ø�� �Ü�á�×�è�æ�ç�å�ì�¡�� �¶�â�á�ç�Ü�á�è�Ø�×�� �Ü�á�á�â�é�Ô�ç�Ü�â�á 
and  competition  will  be  key  to  driving  increased  efficiency  and  lowering  costs  and 
the  UDPN plans  to  be  an  important  part  of  this  landscape.  

 

Financial  institutions  are  approaching  a  critical  turning  point  in  the  evolution  of  
the global financial system. Rapid changes in technology are driving significant 
alterations  to  the  business  models  of  financial  institut ions,  which  are  adapting 
to meet the changing needs of their customers and to ensure their long - term 
profitability  and  viability.  Banks  are  essential  participants  in  the  UDPN, engaging 
with their relevant central banks, providing capital pools and providin g the liquidity 
necessary for cross - border transactions. In turn, engagement with the UDPN provides 
financial institutions with an opportunity to actively participate in the evolution of the 
financial ecosystem.  

�Ç�Û�Ø�� �È�·�Ã�Á�à�æ�� �Ø�ç�Û�â�æ�� �Ö�Ø�á�ç�å�Ø�æ�� �Ô�å�â�è�á�×�� �Ö�â�ß�ß�Ô�Õ�â�å�Ô�ç�Ü�â�á�� �Ô�á�×�� �Ü�ç�æ�� �â�Õ�Ý�Ø�Ö�ç�Ü�é�Ø�� �â�Ù�� �Ü�à�ã�å�â�é�Ø�× 
inclusivity  underpins  its  design  for  the  infrastructure  of  the  future.  The next  steps 
�Ù�â�å�� �ç�Û�Ø�� �È�·�Ã�Á�� �ê�Ü�ß�ß�� �Õ�Ø�� �ç�â�� �Ù�â�Ö�è�æ�� �â�á�� �ç�Ø�æ�ç�Ü�á�Ú�� �ç�Û�Ø�� �á�Ø�ç�ê�â�å�Þ�à�æ�� �Ù�è�ß�ß�� �Ö�Ô�ã�Ô�Õ�Ü�ß�Ü�ç�Ü�Ø�æ�Ÿ�� �ã�å�â�é�Ü�á�Ú�� �ç�Û�Ø��
robustne �æ�æ�� �Ô�á�×�� �æ�Ø�Ö�è�å�Ü�ç�ì�� �â�Ù�� �ç�Û�Ø�� �æ�ì�æ�ç�Ø�à�æ�¡�� �Ç�Û�Ø�� �È�·�Ã�Á�à�æ�� �Ü�á�Ù�ß�è�Ø�á�Ö�Ø�� �Ô�á�×�� �Ü�à�ã�Ô�Ö�ç�� �â�á�� �ç�Û�Ø��
furthering of decentralised finance and the digital economy will continue to grow as 
more  regulated  digital  currencies  are  added  and  additional  Alliance  members  join.  
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The UDPN Alliance would like to invite like - minded institutions and experts to 
collaborate with us and be part of this transformational moment in financial history.  
No system is perfect, and as the UDPN is scaled up in this complex world of fast -  
evol ving technology and strict and varying regulatory environments, there are bound 
to be areas in which the network can be improved. The Alliance is a collaborative  
body  that  endeavours  to  learn  from  global  experts  in  order  to  continually  improve 
the UDPN sys �ç�Ø�à�¡�� �Ç�Û�Ü�æ�� �ê�Ü�ß�ß�� �Ø�á�æ�è�å�Ø�� �Ü�ç�æ�� �ã�ß�Ô�Ö�Ø�� �Ô�æ�� �ç�Û�Ø�� �ê�â�å�ß�×�à�æ�� �ã�å�Ü�á�Ö�Ü�ã�Ô�ß�� �×�Ü�Ú�Ü�ç�Ô�ß�� �Ö�è�å�å�Ø�á�Ö�ì��
payment messaging network.  

Please  reach  out  to  the  Alliance  to  contribute  to  our  mission  to  build  an  inclusive, 
low - cost,  fast  and  easily  accessible  global  payments  ecosystem.  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

www .udpn .io  

http://www.udpn.io/

